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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 5 
February 2009 has been entered. In this amendment, claims 1, 2, 6, 7, 9, and 10 have 
been amended, and claims 13-16 have been added. 

2. Claims 1-4 and 6-16 are presented for examination. 

Response to Arguments 

3. With regards to the objection to the specification, the applicant has submitted 
amendments, and the examiner hereby withdraws the objection. 

4. Applicant's arguments with respect to claims 1-12 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC §102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Claims 1, 4, 6, 10, and 14-16 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Rose et al. (US 2004/0039908 A1 and Rose hereinafter). 
As to claim 1, Rose discloses a system and method for encrypting and authenticating 
data (0010, lines 1-4), the system and method having: 

at least two access-secured sub-areas (i.e. plaintext blocks), each 
having at least one assigned part (i.e. bits) of a parameter (i.e. partial block) 
comprising at least one bit, the device configured such that an encryption 
method is applied to fewer than all of said sub-areas (0010, lines 8-14); 

an encryption block, wherein said encryption block receives at least 
one assigned part of said parameter from at least one of said sub-areas (i.e. 
plaintext blocks) and encrypts said part of said parameter (i.e. partial block) 
(0010, lines 13-14). 
As to claim 6, Rose discloses: 

receiving a parameter, by a data processing device, wherein the 
parameter is comprised of at least two parts, each part comprising at least 
one bit (0006, lines 8-16; 0084, lines 2-6; 0092, lines 1-4); 

assigning, by said data processing device, said parts of the 
parameter into at least two access-secured sub-areas (i.e. plaintext blocks) 
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located in said data-processing device (0006, lines 8-16; 0010, lines 4-6; 
0084, lines 2-6). 

encrypting, by said data processing device, at least one of said parts 
of the parameter (i.e. partial block) in said access-secured sub-areas (i.e. 
plaintext block) with an encryption method, wherein said encryption method 
is applied to fewer than all of said sub-areas (0006, lines 8-16; 0010, lines 8- 
14). 

As to claim 10, Rose discloses: 

at least two access-secured sub-areas (i.e. plaintext block), each 
having at least one assigned part of a parameter (i.e. partial block) 
comprising at least one bit, the device configured such that an encryption 
method is applied to fewer than all of said sub-areas (0010, lines 8-14), the 
data processing device utilized in at least one of: a one smart card 
controller, a reader integrated circuit, a cryptography chipset, or for 
application in at least one of audio or video encryption (0026, lines 8-15). 

As to claim 4, Rose discloses: 

wherein the memory component comprises an erasable 
programmable read only memory, an electrically erasable programmable 
read only memory or a flash memory (01 1 2, lines 5-7). 

As to claims 14-16, Rose discloses: 

wherein said device encrypts at least one part of said parameter (i.e. 
partial block), but not all parts of said parameter (0084, lines 2-6). 
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Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 2, 3, 7, and 11-13 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Rose as applied to claims 1, 6, and 10 above, and in view of 
Candelore et al. (EP 0908810 A2 and Candelore hereinafter). 

As to claims 2 and 7, Rose fails to specifically disclose: 

wherein the encrypted part of the parameter in a first of the at least 
two access-secured sub-areas is encrypted as a function of at least one 
part of the parameter of a second of the at least two sub-areas. 

Nonetheless, this feature is well known in the art and would have been an obvious 

modification of the teachings disclosed by Rose, as taught by Candelore. 

Candelore discloses a system and method for block chaining and block re-ordering 

(Abstract, lines 1-4), the system and method having: 

wherein the encrypted part of the parameter in a first of the at least 
two access-secured sub-areas (i.e. block) is encrypted (i.e. keyed/hashed) as 
a function of at least one part of the parameter of a second (i.e. block 2) of 
the at least two sub-areas (col. 24, lines 12-15; col. 25, lines 12-18). 
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Given the teaching of Candelore, a person having ordinary skill in the art at the time of 
the invention would have readily recognized the desirability and advantages of 
modifying the teachings of Rose with the teachings of Candelore by performing 
encryption based on information of another sub-area. Candelore recites motivation by 
disclosing that if any of the program information of a block is changed, the decrypted 
output would change, causing the authentication verification to fail (col. 17, lines 43-47). 
Candelore also discloses that cipher block chaining is a robust encryption algorithm 
because a change in one block will cascade changes to other blocks making it difficult 
for a pirate to effect a simple change to the program information (col. 14, lines 29-32). It 
is obvious that the teachings of Candelore would have improved the teachings of Rose 
by performing encryption based on a parameter of another sub-area in order to provide 
for robust encryption that prevents a change in one area from being authenticated. 

As to claim 3, Rose fails to specifically disclose: 

wherein at least one of the input value to the function or the return 
value from the function is more than one bit wide. 
Nonetheless, this feature is well known in the art and would have been an obvious 
modification of the teachings disclosed by Rose, as taught by Candelore. 
Candelore discloses: 

wherein at least one of the input value to the function or the return 
value from the function is more than one bit wide (col. 21, lines 39-41). 
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Given the teaching of Candelore, a person having ordinary skill in the art at the time of 
the invention would have readily recognized the desirability and advantages of 
modifying the teachings of Rose with the teachings of Candelore by having an input or 
output that is more than one bit. Candelore recites motivation by disclosing that using 
blocks of data in chaining is efficient due to the relatively low overhead of the 
authentication information relative to the authenticated data (col. 21 , lines 41-43). It is 
obvious that the teachings of Candelore would have improved the teachings of Rose by 
using an input/output that is larger than one bit in order to increase efficiency. 

As to claims 11-13, Rose fails to specifically disclose: 

wherein the at least one assigned parameter comprises an address. 
Nonetheless, this feature is well known in the art and would have been an obvious 
modification of the teachings disclosed by Rose, as taught by Candelore. 
Candelore discloses: 

wherein the at least one assigned parameter comprises an address 
(col. 24, lines 15-17). 

Given the teaching of Candelore, a person having ordinary skill in the art at the time of 
the invention would have readily recognized the desirability and advantages of 
modifying the teachings of Rose with the teachings of Candelore by using an address 
as the parameter. Candelore recites motivation by disclosing that using the address 
provides for authentication that is dependent on a location (col. 24, lines 15-17). 
Candelore also discloses that when the key used for each block of a chain is dependent 
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on an address, each key would be different (col. 17, lines 41-43). It is obvious that the 
teachings of Candelore would have improved the teachings of Rose by using an 
address is a parameter in order to provide for authentication that is dependent on a 
location of data. 

9. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Rose in 
view of Candelore as applied to claim 7 above, and further in view of Toh et al. (US 
2002/0048372 A1 and Toh hereinafter). 

As to claim 8, Rose in view of Candelore fails to specifically disclose: 
characterized in that the function is one-to-one. 

Nonetheless, this feature is well known in the art and would have been an obvious 
modification of the teachings disclosed by Rose in view of Candelore, as taught by Toh. 
Toh discloses a system and method for generating and utilizing a universal signature 
object for digital data (0017, lines 1-3), the system and method having: 

characterized in that the function is one-to-one (0012, lines 16-18). 
Given the teaching of Toh, a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
the teachings of Rose in view of Candelore with the teachings of Toh by using a one-to- 
one function. Toh recites motivation by disclosing that using a one-to-one hash function 
allows for each hash number to generate one data file so that changes in the data can 
be detected (0012, lines 17-20). It is obvious that the teachings of Toh would have 
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improved the teachings of Rose in view of Candelore by using a one-to-one function for 
encryption in order to be able to detect changes in the data. 

10. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Rose as 
applied to claim 6 above, and in view of Unger et al. (US 2003/0026423 A1 and Unger 
hereinafter). 

As to claim 9, Rose fails to specifically disclose: 

wherein each access-secured sub-area is encrypted with a separate 
encryption method. 

Nonetheless, this feature is well known in the art and would have been an obvious 
modification of the teachings disclosed by Rose, as taught by Unger. 
Unger discloses a system and method for multiple encrypting only a portion of the data 
required for full presentation of a television program (Abstract, lines 1-4), the system 
and method having: 

wherein each access-secured sub-area is encrypted with a separate 
encryption method (0103, lines 4-7). 
Given the teaching of Unger, a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
the teachings of Rose with the teachings of Unger by encrypting each sub-area with a 
separate encryption method. Unger recites motivation by disclosing that duplicating 
each encrypted program for each type of encryption allows each form to be provided 
simultaneously, allowing for a provider to change or upgrade a chosen encryption 
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scheme without requiring multiple mode capability in set-top boxes (0007, lines 1-8; 
0008, lines 1-7). It is obvious that the teachings of Linger would have improved the 
teachings of Rose by encrypting each sub-area with a separate encryption method in 
order to prevent the increase in cost of multiple mode set-top boxes while allowing a 
cable operator to update its chosen encryption scheme. 

Prior Art Made of Record 

1 1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Fetkovich et al. (US Patent 7,151 ,832 B1 ) discloses a system and method 

for dynamic encryption and decryption of a stream of data. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Sarah Su whose telephone number is (571) 270-3835. 
The examiner can normally be reached on Monday through Friday 7:30AM-5:00PM 
EST.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571 ) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Ayaz R. Sheikh/ /Sarah Su/ 

Supervisory Patent Examiner, Art Unit 2431 Examiner, Art Unit 2431 



